We present a quantum secure direct communication scheme achieved by swapping quantum entanglement. In this scheme a set of ordered Einstein-Podolsky-Rosen (EPR) pairs is used as a quantum information channel for sending secret messages directly. After insuring the safety of the quantum channel, the sender Alice encodes the secret messages directly by applying a series local operations on her particles sequence according to their stipulation. Using three EPR pairs, three bits of secret classical information can be faithfully transmitted from Alice to remote Bob without revealing any information to a potential eavesdropper. By both Alice and Bob's GHZ state measurement results, Bob is able to read out the encoded secret messages directly. The protocol is completely secure if perfect quantum channel is used, because there is not a transmission of the qubits carrying the secret message between Alice and Bob in the public channel. Different from key distribution whose purpose is to establish a common random key between two parties, a secure directly communication is to communicate important messages directly without first establishing a random key to encrypt them. Recently, Shimizu and Imoto [22, 23] and Beige et al. [24] proposed novel quantum secure direct communication (QSDC) schemes, in which the two parties communicate important messages directly without first establishing a shared secret key to encrypt them and the message is deterministically sent through the quantum channel, but can be read only after obtaining an additional classical information for each qubit. Boström and Felbinger [25] put forward a QSDC scheme, the "ping-pong protocol", which is insecure if it is operated in a noisy quantum channel, as indicated by Wójcik [26] . Deng et al.
2. Quantum secure direct communication protocol by swapping quantum entanglement Suppose two distant parties, Alice and Bob, share three EPR pairs (three of the four Bell states) Now two spatially separated parties, Alice and Bob, wish to communicate in secret. In order to realize privacy, the first step in our scheme is to establish quantum channel (EPR pairs). Obtaining these EPR pairs could have come about in many different ways, for instance, one of Alice or Bob prepares a sequence of EPR pairs and then send half of each pair to another. Alice and Bob then choose randomly a subset EPR pairs, and do some appropriate tests of fidelity. Passing the test certifies that they continue to hold sufficiently pure, entangled quantum states. However, if tampering has occurred, Alice and Bob throw out the EPR pairs and start over.
After insuring the security of the quantum channel (EPR pairs), Alice and Bob begin the second step of our schemesecure direct communication. Both Alice and Bob divide all Bell states into N ordered groups {ξ(1) 12 (3) and on each of her particles 3 one of the two operations
Alice and Bob assign three bits to Alice's operations as following encoding
Alice applies local operations to each pair of her particles 1 and 3 according to the secret message sequence. For instance, if the message to be transmitted is a sequence 110010101001011100, then she performs local operations sequence (6) 12 , η(6) 34 , ζ(6) 56 }, respectively. Alice and Bob make GHZ measurements on particles 1, 3 and 5, and 2, 4 and 6, respectively. After that Alice tells Bob her measurement results. According the outcomes of Alice's measurement, Bob can infer the information that Alice transmits to her. The specific steps of the QSDC scheme using entanglement swapping are as follows:
(1) Alice prepare EPR pairs and then sent half of each to Bob, or vice versa. They both randomly divide all Bell states into N ordered groups {ξ(1) 12 34 , ζ(N ) 56 }, and denote ξ(i) 12 , η(i) 34 , ζ(i) 56 for three Bell states of Alice's particles 1, 3 and 5, and Bob's particles 2, 4 and 6 in the i-th group.
(2) Alice and Bob agree on each of local operations σ ij ⊗ σ k can carry three-qubit classical information and encode σ ij ⊗ σ k as ijk, where i, j, k = 0, 1. , Bob can infer that Alice has applied a local operation σ 11 ⊗ σ 1 on particles 1 and 3, thus he obtains Alice's message 111. Finally, the two distant parties have realized deterministic secure direct communication.
Note: (A) The above protocol is also a quantum key distribution (QKD) scheme based on Bell states and entanglement swapping, if Alice applies her local operations σ ij ⊗ σ k , as determined by a, a string of 3N random classical bits which she creates on her own. That is, depending on three random classical bit a which she generates, Alice performs a local operation σ ij ⊗ σ k if a = ijk (i, j, k = 0, 1) on her particles 1 and 3. Alice and Bob agree upon in advance that each of the eight GHZ states can carry three bits classical information and encode |P and share three certain bits 111 and three random bits 101 in private. Therefore, in our proposed protocol, Alice performs one local operation on her particles 1 and 3, Bob shares 3 certain bits and 3 random bits with Alice secretly.
(B) (B1) Alice can also apply unitary operator
on particles 3, and she and Bob agree beforehand as the following encoding: 3. Security Our QSDC protocol is based on EPR pairs, so the proof of security is similar to those in Refs. [3, 25, 34, 35] . Once the security of the quantum channel is assured, which means that an eavesdropper Eve has not acquire particles 2, 4 and 6, i.e. Alice and Bob shares pure EPR pairs (perfect quantum channel), then no information is leaked to Eve. Hence our proposed protocol is secure, even if the shared quantum channels are public.
In summary, we present a new deterministic secure method for direct communication, where the two spatially separated parties faithfully transmit secret messages using entanglement swapping and detect eavesdroppers by the correlations of entanglement swapping results. A set of ordered Einstein-Podolsky-Rosen (EPR) pairs is used as a quantum information channel for sending secret messages directly. After insuring the safety of the quantum channel, the sender Alice encodes the secret messages directly by applying a series local operations on her particles sequence according to their stipulation and send them to distant receiver Bob. Using three EPR pairs, three bits of secret classical information can be faithfully transmitted from Alice to remote Bob without revealing any information to a potential eavesdropper. By both Alice and Bob's GHZ state measurement results, Bob is able to read out the encoded secret messages directly. The protocol is completely secure if perfect quantum channel is used, since there is not a transmission of the qubits carrying the secret message between Alice and Bob in the public channel. This scheme is also a quantum key distribution (QKD) scheme, in which via three EPR pairs, six bits of secret key (three certain bits and three random bits) can be shared between two spatially separated parties that play symmetric and equal roles.
